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PASSWORD SECURITY POLICY

1. PURPOSE:
1.1 This policy establishes Canadian Medical Center Group of Companies guidelines for
employee use of personally owned electronic devices for work-related purposes.
2. POLICY STATEMENT:
2.1To ensure the security of Canadian Medical Center Group of companies information,
authorized employees are required to have anti-virus and mobile device management (MDM)
software installed on their personal mobile devices.
3. SCOPE:
3.1All Canadian Medical Center Group of Companies Staff who allowed to use / their
own devices for work related tasks.
3.1.1 Canadian Medical Center LLC
3.1.2 Canadian Medical Center LLC Branch -2
3.1.3 Canadian Medical Center LLC Branch - 3
3.1.4 Canadian Medical & Rehabilitation Center LLC
3.1.5 CMC First Aid Clinic

4. TARGET AUDIENCE:

4.1 Employees of Canadian Medical Center & Group may have the opportunity to use their
personal electronic devices for work purposes when authorized in writing, in advance, by
the employee and management.

4.2 Personal electronic devices include personally owned cell phones, smartphones, tablets,
laptops and computers considered as “bring your own device”

5. RESPONSIBILITY

6.1 The Information Technology Department is responsible for development, maintenance,
enforcement, and endorsement of the policy.

6.2 The Information Technology Department is responsible to support the relevant business
unit / section in implementation of the defined controls and ensuring compliance with this
policy.

6.3 All Users are responsible to read, understand and adhere to this policy in their day-to-day
activities.

6.4 This Policy shall be implemented by the system administrators and designated personnel
(if any).

6.5 System administrators and users assume the following responsibilities:

6.5.1 System administrator must protect the confidentiality of passwords on their
systems and configure their systems to meet the requirements set forth in
this policy.

6.5.2 Each user is responsible for all actions and functions performed by his/her
account.

6.5.3 Users must create and manage passwords according to the standards
outlined below.
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6.5.4 Suspected password compromise must be reported to the IT Security
Officer/IT Manager.

6. PROCEDURE:

6.1 These software will store all company-related information, including calendars, e-mails and
other applications in one area that is password-protected and secure. Canadian Medical
Center Group of companies. IT department must install this software prior to using the
personal device for work purposes.

6.1.1 Employees may store company-related information only in this area.

6.1.2 Employees may not use cloud-based apps or backup that allows company-
related data to be transferred to unsecure parties. Due to security issues,
personal devices may not be synchronized with other devices in employees’
homes. Making any modifications to the device hardware or software beyond
authorized and routine installation updates is prohibited unless approved by IT.

6.1.3 Employees may not use unsecure Internet sites.

6.1.4 All employees must use a pre-set ringtone and alert for company-related
messages and calls. Personal devices should be turned off or set to silent or
vibrate mode during meetings and conferences and in other locations where
incoming calls may disrupt normal workflow.

6.2 Restrictions on authorized use:

6.2.1 Employees whose personal devices have camera, video or recording capability
are restricted from using those functions anywhere in the building or on company
property at any time unless authorized in advance by management.

6.2.2 While at work, employees are expected to exercise the same discretion in using
their personal devices as is expected for the use of company devices. CMC
policies pertaining to harassment, discrimination, retaliation, trade secrets,
confidential information and ethics apply to employee use of personal devices for
work-related activities.

6.2.3 Excessive personal calls, e-mails or text messaging during the workday,
regardless of the device used, can interfere with employee productivity and be
distracting to others. Employees must handle personal matters on non-work time
and ensure that friends and family members are aware of the policy. Exceptions
may be made for emergency situations and as approved in advance by
management. Managers reserve the right to request employees’ cell phone bills
and use reports for calls and messaging made during working hours to determine
if use is excessive.

6.2.4 Non-exempt employees may not use their personal devices for work purposes
outside of their normal work schedule without authorization in advance from
management. This includes reviewing, sending and responding to e-mails or text
messages, responding to phone calls, or making phone calls.

6.2.5 Employees may not use their personal devices for work purposes during periods
of unpaid leave without authorization from management. Canadian Medical
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6.2.6

6.2.7

Center Group of companies reserves the right to deactivate the company’s
application and access on the employee’s personal device during periods of
unpaid leave.

An employee may not store information from or related to former employment on
the company’s application.

Family and friends should not use personal devices that are used for company
purposes.

6.3 Privacy/company access

6.3.1

6.3.2

No employee using his or her personal device should expect any privacy except
that which is governed by law. Canadian Medical Center Group of Companies
has the right, at any time, to monitor and preserve any communications that use
the Canadian Medical Center & Group in any way, including data, voice mail,
telephone logs, Internet use and network traffic, to determine proper use.
Management reserves the right to review or retain personal and company-related
data on personal devices or to release the data to government agencies or third
parties during an investigation or litigation. Management may review the activity
and analyse use patterns and may choose to publicize these data to ensure that
Canadian Medical Center Group of Companies resources in these areas are
being use according to this policy. Furthermore, no employee may knowingly
disable any network software or system identified as a monitoring tool.

6.4 Company stipend

6.4.1

6.5 Safety
6.5.1

6.5.2

6.5.3

6.5.4

Employees authorized to use personal devices under this policy will receive an
agreed-on monthly stipend based on the position and estimated use of the
device. If an employee obtains or currently has a plan that exceeds the monthly
stipend, Canadian Medical Center Group of Companies will not be liable for the
cost difference.

Employees are expected to follow applicable local, state and federal laws and
regulations regarding the use of electronic devices at all times.

Employees whose job responsibilities include regular or occasional driving are
expected to refrain from using their personal devices while driving. Regardless of
the circumstances, including slow or stopped traffic, employees are required to
pull off to the side of the road and safely stop the vehicle before placing or
accepting a call or texting. Special care should be taken in situations involving
traffic, inclement weather or unfamiliar areas.

Employees who are charged with traffic violations resulting from the use of their
personal devices while driving will be solely responsible for all liabilities that result
from such actions.

Employees who work in hazardous areas must refrain from using personal
devices while at work in those areas, as such use can potentially be a major
safety hazard.

6.6 Lost, stolen, hacked or damaged equipment
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6.6.1 Employees are expected to protect personal devices used for work-related
purposes from loss, damage or theft.

6.6.2 In an effort to secure sensitive company data, employees are required to have
‘remote-wipe” software installed on their personal devices by the IT department
prior to using the devices for work purposes. This software allows the company-
related data to be erased remotely in the event the device is lost or stolen. Wiping
company data may affect other applications and data.

6.6.3 Canadian Medical Center Group of Companies will not be responsible for loss or
damage of personal applications or data resulting from the use of company
applications or the wiping of company information. Employees must immediately
notify management in the event their personal device is lost, stolen or damaged.
If IT is unable to repair the device, the employee will be responsible for the cost of
replacement.

6.6.4 Employees may receive disciplinary action up to and including termination of
employment for damage to personal devices caused wilfully by the employee.

6.7 Termination of employment

6.7.1 Upon resignation or termination of employment, or at any time on request, the
employee may be asked to produce the personal device for inspection. All
company data on personal devices will be removed by IT upon termination of
employment.

7. DEFINITIONS AND ABBREVIATIONS:

7.1

7.2

7.3 | User Anyone who holds a valid account on the facility’s
network.

7.4 | ADHICS Abu Dhabi Healthcare Information and cyber
security standards

8. DISTRIBUTION LIST:
On shareholder Policies HR

9. SPECIAL INSTRUCTIONS:

9.1 Employees who have not received authorization in writing from Canadian Medical Center
Group of Companies management and who have not provided written consent will not be
permitted to use personal devices for work purposes.

9.2 Failure to follow Canadian Medical Center Group of Companies policies and procedures
may result in disciplinary action, up to and including termination of employment.

10. CROSS REFERENCE, RELATED LEGISLATION, FORMS, POLICY & DOCUMENTS:

10.1 Guidelines for the implementation of the Abu Dhabi healthcare information and cyber

security standard (ADHICS) 2019 ADHICS-Implementation-Guidelines
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10.2 https://www.getsafeonline.org/themes/site_themes/getsafeonline/download_centre/Sam
ple_Acceptable_Usage_Policy.pdf.

11. KEY RESULT AREAS:

11.1 The procedure is fully implemented if there are nil incidences of non-compliance with

this policy.

12. AMENDMENT HISTORY:

Version | Revision Date Description of Amendments All pages
01 01/07/2020 New policy All pages
13. APPENDIX:
NA
14. APPROVALS:
Document Developed By:
D 01/07/2020
IT Support Mr. Muhamed Shifas Avudiyil —
Name Signature Date
Document Developed & Reviewed By:
Mr. Yahiya Mannooparambil 01/07/2020
IT supervisor/IT Manager C%’%
Name Signature Date
Nurse Manager & Quality Ms. Monina Baja o & 2 01/07/2020
_ AP
Control Supervisor ‘
Name Signature Date
Document Approved By:
Chief Operating
Mr. Imran Saleem gy 01/07/2020
Officer/Chief Financial
) WA)
Officer Name Signature Date
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